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False data injection attacks defense strategy based on stacking and isolation forest
WANG Xu, HE Yu, YUAN Mengwei

(School of Electrical Engineering, Guizhou University, Guiyang 550025, China)

Abstract: To address the problem of the power cyber physical system cannot operate safely and stably after being attacked by false
data, a two—stage data cleansing method that combines Stacking and Isolation Forest is proposed. First, a Stacking classification
model composed of multiple heteroge —neous learners performs anomaly detection on real —time measurement data samples, and
determines whether there are false data in the current measurement samples. Then, the measurement samples with false data will be
subtracted from the pseudo—measurement data at the current moment generated based on load forecasting and power flow calculation
to obtain the measurement error vector. The measurement error vector will be input into the Isolation Forest anomaly detection model
for secondary identification, locating the attacked measurement position and replacing it with pseudo — measurement data for
correction. Finally, simulation experiments on IEEE—-33 node test system verify the effectiveness of the proposed method.
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Table 1 Evaluation indicators of each model

LAY HERR F1 438 ROC - AUC
LR 0.620 2 0.593 5 0.620 3
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Table 2 Evaluation indicators of each model

il MiRiES F14Y%80 ROC - AUC ~ #EWJ/s
LR 0.999 4 0.999 3 0.999 4 24.147 2
DT 0.985 6 0.985 7 0.985 7 28.396 3
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Table 3 Comparison of system operation costs by option

Ttk HERNA/ % BRE/ %
3o HEM% 69.50 0.54
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